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Reducing MTTD of Failures, Eliminating Counterfeit
Components and Unlocking Deeper Analysis
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Disclaimer

The following is intended to outline our general product
direction. It is intended for information purposes only and
may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality,
and should not be relied upon in making purchasing
decision. The development, release, and timing of any
features or functionality described for Vendia’s products
remains at the sole discretion of Vendia.
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What is the market need?

Reliability and security events are costly

Reliability - The road to zero defects

* Reliability Becomes The Top Concern In Automotive (2019)

RMA - Failures in the field

* Return to sender: Resolving the automotive-recall resurgence (2019)

« Automotive recalls cost $22 billion in 2016 (2018)

Security - Suspected counterfeits, gray market parts, malware, etc.

*  Combating Counterfeit Components in the DoD Supply Chain (2015)

+ Trade in fake goods is now 3.3% of world trade and rising (2019)

Regulation - Compliance with regulations

* Export Administration Regulations (“EAR™) (2022)

Supply chain
traceability would:

v/ Provide fast and precise
analysis of a reliability or
security event

Enable short- and long-term
containment plans to reduce
cost and preserve brand

Assurance & Preferred Supply
through Provenance &
Traceability
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https://passive-components.eu/reliability-becomes-the-top-concern-in-automotive/
https://www.kwm.com/cn/en/insights/latest-thinking/overview-of-us-new-export-control-rules-on-semiconductor.html
https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/return-to-sender-resolving-the-automotive-recall-resurgence
https://www.cnet.com/roadshow/news/automotive-recalls-cost-22-billion-in-2016/
https://dsiac.org/articles/combating-counterfeit-components-in-the-dod-supply-chain/
https://web-archive.oecd.org/2019-03-19/511489-trade-in-fake-goods-is-now-33-of-world-trade-and-rising.htm

Assurance & Preferred Supply through
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SEMI E142 Substrate Mapping

«  SEMI E142 standard defines a
data model for devices within @
wafer or complex assembly

Bin code
records status

i

« Devices have a virtual identifier
(VID) based on this model
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SEMI 6504 standard proposal

- SEMI 6504 is a standard Water o —

roposal to record chain { Faband T&R
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- Under development by the
Single Device Tracking
Task Force at SEMI Root of Trust (RoT) D)

provenance established Genealogy

during IC design or first
powerup of the chip

Supply Chain Ledger

Wafer OSAT EMS

Blockchain query & Fab E’ - 'i
providescomplete |~
genealogy backto RoT

evaluation for all die
used on PCB
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1. A distributed ledger technology such as blockchain offers
trusted decentralized data approach to help manufacturers
and critical infrastructure sectors to secure their supply chains
and end operating environments

2. PDF anticipate Manufacturing Supply Chain Traceability Using
Blockchain Related Technologies (NIST) will be needed to

The Unlq ve connect the supply chain nodes

Value Of 3. Standards based solution should link all supply chain nodes
(not only PDF customers)

blockchain

4. PDF holds several leadership roles at SEMI including liaison
with NIST, JEDEC, IPC, ... and will drive the standardization of
the solution chosen by the industry

5. Otherindustries have successfully implemented supply chain
traceability solutions based on blockchain

6. Partnering with a vendor of such solutions ensures access to
the learning from other industries
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https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-using-blockchain-related-technologies
https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-using-blockchain-related-technologies

PDF Solutions partner with Vendia for supply chain traceability

Analytics across semiconductor product life cycle
powered by PDF/SOLUTIONS”

Supply chain traceability

powered by =2 Vendia
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An Innovative Solution
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Approximately 10%
of components that
reach an electronics
service line are
compromised.

i}

Data and devices
are so complex that
audit trails have
become daunting
tasks.
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In today’s complex global supply chain,
components for a single semiconductor chip
can travel 25,000 miles to numerous specialized
contractors before they are ready for
installation.”
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Blockchain: Building trust in a digital world

“Don’t
gaslight me.”

Immutability &
Tamper-proofing

“Meet me at 5pm
on Tuesday.”

N
m\‘ 3

Transactions

3

Vendia proprietary and confidential information.

“Here’s your
receipt.”

Lineage &
traceability

“I'm in charge of
doing the chores

Smart contracts
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Achieve near zero Mitigate and control Prevent
product defects security threats counterfeiting

improving traceability across the entire
semiconductor supply chain can...

Vendia proprietary and confidential information.
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We need a solution that offers...

= o, S

Integration and Data

Single Source of Truth Policy Management Custodial Control Management

Always Complete Complete Seamless
synchronized and control and traceability with bi-directional
harmonized data ownership of your lineage and connectivity
across all systems data across your accountability of between systems

ecosystem changes as they with consensus
happen

= Vendia
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Is Blockchain living up to the hype?

R THE HYPE CYCLE N E W S

Innovation Peak of inflated Trough of Slope of Plateau of

trigger expectations : disillusionment : enlightenment - productivity Maersk, IBM to shut down blockchain joint
venture Tradelens

- November 30, 2022

Microsoft is shutting down its Azure

Blockchain Service
- May 12, 2021

EXPECTATION

Australian securities exchange cancels
blockchain-based clearing system at
$168M cost

- November 17,2022

TIME

= Vendia
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Why did first-gen blockchain fail?

1.

Inability to scale, no fault-tolerance

No support for data modeling or evolution in any fashion

Not cloud native - built outside of, and ignoring, modern cloud technologies and best practices

No native file, SQL, CSV, or API support

No compliance - the “GDPR collision” problem

{(

If itisn’t
enterprise-ready,
it isn’t a solution.
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A digital backbone for collective data intelligence

Any data

Harmonize and synchronize
datain real time

Golden
Adapters record

Global Auditability
scale

Any cloud

Share securely across
multiple clouds

Low/
no code

Automation

Governance.

Vendia proprietary and confidential information.

Any tech stack

Integrate quickly with
any solution

® Real-time @ Trusted @ Agility



Vendia’s unique offering

( l * Enterprise-ready scale
Proprietary consensus, real-time data replication with a serverless
eBaaS removes a distributed ledger delivers orders of magnitude faster than public or

private chains

good portion of the

technical obstacles for - Powerful data models & schema evolution
bUSinesses |00king to Define and structure data. Evolve your schema when the need arises.

take advantage of the - Multi-cloud support
benefits of blockchain Ability to be deployed on any cloud out-of-the-box

technologu. . Flexible data formats

Support for files of any type.

Gartner «  Built-in compliance programs
2023 Hype Cycle for Xaas SOC2 and GDPR are built into the core of the platform, ready for
Pll/PCl data handling out of the box.

Vendia proprietary and confidential information.



Focus on business outcomes, not tech complexity

Retailer
(SKU)

Single copy of truth

Guarantee a consistent view
across the digital ecosystem

S

databricks
ORACLE

Security and compliance

Built-in compliance for GDPR,
PIl/PCI, and more

Distributor
(Shipment date)

Low code, zero ops

Powerful data sharing without
the costly overhead

Multi-cloud, multi-party
Share trusted data across clouds
and companies

Global scale

Grow and scale the partner
ecosystem alongside business
needs

Vendia proprietary and confidential information.

Supplier

(Inventory, price)

a

Google Cloud

Customer
(Order#t)

o5V
AAzure

aws

Manufacturer

(Source)
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Vendia platform architecture
= Vendia

Actionable,
real-time agility

Granular policy
enforcement on
shared data

Harmonized data

between any-to-any

systems

Single source
of trusted truth

High throughput,
low latency, and
traceability

User Experience &
Automation

Policy Management

Integration

Data Management

Serverless
Distributed Ledger

Onboarding workflows

GraphQL APIs

Policy engine

Smart contracts

Bi-directional connectors
(Multi-format Ingress/Egress)

Universal data modeling

Storage

Encryption

Lineage

Audit trail

Observability dashboards

Event triggers

AuthZ & AuthN

Transformations

Schema evolution

Replication/Consensus

Redaction

Immutability

Multi-cloud scale

and resiliency

Public Cloud

aws

/A Azure

Vendia proprietary and confidential information.

Retailer
(SKU)

Franchises, Branches, Partners

Supplier Distributor Manufacturer Customer |
(Ordertt)

(Inventory, price) ~ (Shipment date) (Source)
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---- Operational ecosystem - - -
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Marketing apps
(CDP, DMP)

o Google [5) Amazen
SageMaker

databricks

Data lakes
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Better Powering the data
together. expressway for collective
data intelligence

A strategic partnership and joint
offering for Semiconductor Industry
delivering end-to-end supply chain
traceability and anti-counterfeiting
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