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secureWISE & Cybersecurity in Semi
Presented by: Grant Swanson – Director, secureWISE Taiwan
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Cybersecurity in Semi - Landscape

“We’re not just protecting data anymore. We’re protecting trust, 
sovereignty, and the continuity of our global semiconductor 
ecosystem.”

• Cybersecurity no longer means lone hackers in basements. It is structured, well-
resourced and occasionally state sponsored attacks meant to disrupt, extract data 
and undermine trust

• secureWISE exists not just to enable remote access, but to control it

In the new era of nation-state cyber operations
“good enough” security simply isn’t good enough.
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secureWISE 
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300mm Fabs 
connected 138

300mm fabs 
connected1

Tens of
Thousands

Connected tools 
world-wide1

>100

Unique OEMs 
Connected

8

Global data hubs

Secure, configurable end-to-end remote connectivity across private networks to equipment:

- Allows equipment manufacturers and equipment owners to collaborate over private networks that protect intellectual property 

(IP) for all involved parties

- Maximizes lifetime of machinery, improves tool performance, reduces downtime, and enhances the remote capabilities of its users

- Provides Fabs with full audit capabilities

- Not reachable via the Internet, protects the user from unwanted internet-facing attacks

Market-standard provider of secure connectivity to the semiconductor industry

Petabytes

Data transmitted
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Role-Based Access Control 
RBAC Authorization

Team or User Level Access

Fully configurable access per service type

Remote View

• Allow
• Deny

• On-tool approval required (optional)

Remote Control

• Allow
• Deny

• On-tool approval required (optional)

File Transfer

• Specific directory or file limitations
• Allowed listing

• Denied Listing
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Secure File Transfers

• Allows f iles transferred to and from the secureWISE 
staging area

• Secure pushing or pulling files from tools

• Uses File Transfer Protocol (FTP)

• Access permissions set on secureWISE server

• Staging area scans for viruses

• Audited record of user activity

Remote Tool Operation (RTO)

• Remote view of a  tool’s active display monitor or control of  
a tool’s computer(s)

• Access the tool computer's desktop via Virtual Network 
Computing technology

• Remote tool operation and viewing at factory facility

• Select from all tools on network

• Verifies users’ permissions

• TCS runs to communicate, act as client

• Audited record of user activity

HTTP/HTTPs

•Provides remote access to the tool's web server

• User logs into serviceNET server

• Server grants access

• View predefined ‘bookmarked’ web pages

• Audited record of user activity

• Web pages and attachments are scanned for 

viruses

Port Forwarding

•Allows remote access to a variety of TCP-based server 
applications running on the tool

•Access Collaborative Client

•serviceNET verification

•Audited record of user activity

•RDP would be one potentia l protocol for server 
connections (where permitted by customer)

Remote Application Access (RAA)

•RAA is a whitelisted command that returns a response to a 
remotely connected user

•Predefined Windows/UNIX commands for common diagnostic 

and status checks

•Generally passive in design

•RAA based on Secure Shell (SSH) protocol

•Supports secure file transfer with virus scanning

Chat

•Seamlessly collaborate as users operate on the 
tool

Multiple Services Supported
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Multiple Services Supported

Scheduler Server Enterprise Edition

•Allows scheduled and event-based file transfer to/from 
multiple secureWISE servers

•Automates collection of files on tools

•Establishes SSEE script on server running SSEE

•Determines run time, what actions to run

•Activity report, FTP files collection, etc.

OEM Connector

•Enables on-site technicians to securely access their 
corporate network, assets (ex: documentation, CRM, etc.)

•Reverses the connection: Fab to OEM Network

•Can support OEM web server that is either Internet facing 
or only available from within the OEM's corporate 
network

securePASS/SSO

•Eliminates the need for separate logins per secureWISE 
server

•Allows the authentication to any securePASS enabled 
server - authentication is automatically propagated and 
honored at any other securePASS enabled server

High-Availability (HA) Options

•secureWISE server option for redundant network and 
server operation

•Maintain high availability in the hardware of the server

Business Management Portal (BMP)

•secureWISE usage dashboard

•Manage how secureWISE is being utilized by support staff

•Manage resources effectively

SAML 2 Support

•Common interface for single sign on systems

•Extends corporate network authentication to 
secureWISE server
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Activity Reporting/Audit Access – Report Sample



© 2025 PDF Solutions, Inc. or its subsidiaries 10 

serviceNET
Global, secure, private network for machines

Global, private worldwide network

Runs on IPSec Layer

Closed / unpublished

Asia, Europe & North 
America Hubs

OEM on / off-ramp

Multi-tenant architecture

Redundant
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secureWISE Architecture 

• Secure, end-to-end remote tool
• Multiple security barriers
• Not reachable via the internet
• Single pane-of-glass access management
• OEMs save money, offer value-added services
• Balanced security and access as defined by the fab
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Secure Private Cloud - Design for Yield Applications 
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secureWISE MES Integration 
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Value Propositions
➢ All Parties: Enhanced Safety
➢ Fab: Intelligent control over remote tool access
➢ OEM: Access to tool availability data: Service/Fleet/Contract Management 
➢ MES Supplier: Technology differentiator
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secureWISE On-Prem Model 

• Secure, end-to-end remote tool
• Multiple security barriers
• Not reachable via the internet
• Single pane-of-glass access management
• OEMs save money, offer value-added services
• Balanced security and access as defined by the fab

Secure Remote Access to Equipment
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Case Study – secureWISE for OEMs

Centralized Control & Efficiency
• Unified access enables centralized monitoring & 

diagnostics
• Machine Data enables automated mediation reduces 

on-site interventions & accelerates resolution

Reduced Downtime & Cost Savings
• Remote troubleshooting minimizes unplanned 

downtime
• Reduces travel & on-site support needs for faster issue 

resolution

Robust Security & Compliance
• End-to-end encryption & multi-factor authentication
• Meets stringent industry security & compliance 

standards

• A major semiconductor OEM leverages secureWISE as the backbone for global remote operations
• Real-time, secure access to tools across fabs worldwide reduces downtime and enhances efficiency
• Centralized infrastructure transforms maintenance, troubleshooting, and support while reducing costs
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Case Study – secureWISE for FABs

This solution is implemented with an American full-service semiconductor foundry that 
manufactures integrated circuits in high volume. Owner of multiple 200mm and 300mm fabs with 
over 550 connected tools across 6 fabs around the World

Centralized Tool Monitoring & Control

• Remote access enables real-time monitoring and diagnostics across all sites.

Enhanced Cybersecurity & Compliance

• Integrated virus scans ensure equipment integrity.

Reduced Onsite Support & Travel

• Secure remote troubleshooting optimizes workforce efficiency.

Scalable, Global Collaboration

• Virtual training and centralized engineering support across regions.

Multi-Zone Engineering & Global Reach

• This fab operator manages fabs across three time zones with two centralized engineering 
centers.

A Fab can use secureWISE to connect its worldwide network of sites. 
This enables real-time monitoring and control of tools and equipment, enforces virus inspections, and minimizes reliance on onsite 
support, reducing engineer travel, and fosters robust training programs—all while ensuring security and compliance.

Potential Benefits to Fabs

• Reduce reliance on onsite support 
through secure remote access.

• Lower travel costs while improving 
engineer training & knowledge 
transfer.

• Enable secure remote monitoring of 
OSAT partners for CoWoS QA.

• Optimize engineering support across 
global fabs while maintaining 
centralized expertise.

secureWISE enables multi-zone fab operations by centralizing equipment engineering and streamlining global support.
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PDF Solutions Acquisition of secureWISE

Industry Context

• The semiconductor industry becomes more globally distributed

• Advanced devices rely on the integration of multiple chiplets into a single package

• As a result, more collaboration and integration are required across the semiconductor industry

• Data infrastructure and analytics are critical enabling technologies for improved integration and collaboration

PDF Solutions Leadership

• For over 30 years, PDF Solutions has provided advanced analytics, unique data and secured data infrastructure to the semicond uctor ecosystem

• Its data platform empowers companies in the semiconductor ecosystem to break down data silos within their supply chains, enab ling them to leverage 

all their manufacturing and test data, resulting in key performance indicator (KPI) improvements

• With its DEXnetwork PDF Solutions provides the execution backbone for the outsourced semiconductor supply chain

With the acquisition of secureWISE, PDF Solutions expects to dramatically expand manufacturing 
equipment providers' and fab operators' remote access to securely exchange data with, optimize and 
control their equipment and processes. 
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secureWISE adds to PDF Solutions' Analytics Platform

Acceleration of 
equipment makers' ability 
to derive value from their 

equipment data

Positions PDF Solutions to 
address increasing 

semiconductor ecosystem 
complexity

Expansion of PDF 
Solutions' secure DEX 

OSAT network

Expansion of a data 
collection, remote access,  

and AI/ML model 
execution platform 

With secureWISE, the PDF Solutions platform will help members of the semiconductor ecosystem collaborate through 
a secure, direct connection and control manufacturing process down to the production equipment.
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Certifications and IP

• SySS Penetration Test White-hat hacking test

• Fab penetration tests

• ISO 27001:2022 Certification

Business to Business Remote Network 
Connectivity patent

• Intl’ publication number: WO 2007/062069 Al 

• International filing date: 22 Nov 2006

Certifications Patent

• FIPS 140-3 (US/Canada Gov Cert)

• NAIP (NSA Cybersecurity Cert)

• HIPAA Seal of Compliance (Healthcare)

Certification Roadmap
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pdf-solutions pdfsolutionsinc pdfs.inc pdf_solutions pdfs_cn

Thank You

https://www.facebook.com/pdfsolutionsinc
https://twitter.com/pdf_solutions
https://www.linkedin.com/company/pdf-solutions
https://www.instagram.com/pdfs.inc/
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