PDF /SOLUTIONS

SecureWISE Network

2025 PDF Solutions Connected
Equipment Summit

Version 1
10/06/2025



This presentation and discussions resulting from it may include future product features or fixes, or the expected
timing of future releases. This information is intended only to highlight areas of possible future development and
current prioritizations. Nothing in this presentation or the discussions stemming from it are a commitment to any
future release, new product features or fixes, or the timing of any releases. Actual future releases may or may not
include these product features or fixes, and changes to any roadmap or:timeline are at the sole discretion of PDF
Solutions, Inc. and may be made without any requirement for updating. For information on current prioritizations and
intended future features or fixes, contact sales@pdf.com.

PDF trademarks, including PDF Solutions, Cimetrix, CV, eProbe, Exensio, Sapience, secureWISE, and the logos
associated with such brands, are trademarks or registered trademarks of PDF Solutions, Inc. or its subsidiaries. Other
trademarks used in this document are the property of their respective owners.

© 2025 PDF Solutions, Inc. or its subsidiaries. All rights reserved.



Agenda

1. Network Overview

2.  Current Network

3. Future Development

4. Q&A



—serviceNET

Global, secure, private network for machines
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FAB / OEM

Firewall Router
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Default Gateway
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' ' within SecureWise

All connections into a FAB are PATed to a single IP
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All hubs are interconnected using IPSEC VPN
Majority of the hubs have dedicated MPLS
connections for interhub transport

All cloud hubs have AWS Peering capability
enabled

Some FABs/OEMs have dedicated ISP or MPLS
to secureWISE depending on the specifics of

the implementation.
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« Ensure all network traffic is tabulated for
customer billing and asset health/security
monitoring.

* NetFlow: Used for collecting and analyzing
network traffic data for billing and usage
tracking.

* Nagios: Utilized for monitoring asset health and
security, providing alerts on anomalies and
failures.
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HUB Inter-Region Redundency

Advantages to setting up multi-Carrier links

This project is to move away from a set single path between Global Hubs. We
have multiple carrier technologies available to setup backup links. Use of a
routing protocol (BGP) will select the best path and route around a carrier
failure. The carriers we have available in Cloud based hubs:

= MPLS dedicated circuits (LUMEN)
= Cloud provider inter region transport (VPC Peering — Transit GW)

= Cloud provider Internet Gateway (Public Internet)
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Fortinet PRE SD-WAN ServiceNet Diagram
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Fortinet Pivot to SD-WAN ServiceNet Diagram
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Future SD-WAN considerations and Functionality

Introduction

The SD-WAN ecosystem allows granular control of the traffic and the ability to

become more fault tolerant. Nodes that have dual ISP’s can automatically
route around a failed circuit.

= All nodes must be using secureWISE Fortinet devices to use the technology
= To have circuit failover there must be a backup circuit available

= Traffic riding inside SD-WAN has better reporting capability

= SD-WAN has routing path auto discovery



Sneek Peek into Future Projects

Inter-region cloud connections > 10 GBps

AWS now offers high speed transit between regions using a specialized
gateway option. Testing is underway to validate the performance claims

= Training has begun incorporate this option into our environment.
= Next generation routing needed to integrate into Hub and Spoke Topology

= No timeline has been announced on the viability of this technology
Integration
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